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and apparatus for
controlling the rate of a

random number generator
(rng) used to generate

random data for a
cryptographic algorithm. to
guarantee the randomness

of cryptographic keys or
other random data,

cryptographic generators
may use a random number

generator (rng) that
generates random data.

because rngs are typically
implemented by means of

                             5 / 13



 

state machines, there may
be predictable behavior

based on the state of the
machine at a given time.

for example, in some cases
the rng may only produce
one random number at a
time, and the rng may be

able to determine the next
random number to be

produced from the
previously generated

random number. because
of the predictability of the
rng, it may be possible for
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an adversary to produce
data that appears random
but contains predictable

bias (e.g., in the form of an
“oracle”). in some cases,

such as personal
authentication systems,

rngs may be used to
generate cryptographic
keys that are used to

protect the users' private
data and identity. with high-
quality rngs, it is important
to minimize the likelihood

that the adversary can
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predict the source of the
generated random data.

even though, for example,
the rng used to generate a

cryptographic key may
appear to be random, it
may be possible to use

oracle data to predict the
secret key bits that follow

one another in the resulting
cryptographic key. an

example of a cryptographic
key generation system is a
public-key cryptographic

system. in such systems, a
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cryptographic key is a
publicly-known piece of
data (e., a cryptographic

key) that is used to encrypt
messages so that only the
appropriate user (e., a user

that has been
authenticated) can use the
cryptographic key. a public-
key cryptographic system is
a system in which a user's
credentials are stored and
used to provide access to a

resource. typically, each
user has a private
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cryptographic key and a
public cryptographic key.

each user generates a
secret cryptographic key
using the private key and
the public cryptographic

key. thus, while the user's
private cryptographic key is

known by any user, the
user's public cryptographic
key is only known to those
users whom the user has

authorized to view the
user's credentials. for
authentication, a user
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provides a secret to the
system. based on the

secret, the system can
generate a challenge (e., a
string of data) that includes

some indication of the
user's secret to the user.

the user then authenticates
the system by showing
that, using the user's

secret, the system can
produce a challenge that is

very similar to the
challenge that the system

just received from the user.
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once the user
authenticates, the user's

secret is encrypted with the
public cryptographic key to

create the user's
cryptographic key.
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